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ITPABHAJIA
ChIVIACHO YKA3aHHUSATA 32 NOBUIIABAHE HHUBOTO HA MpeKoBaTa U lm(l)opmauuonﬂaTa CHI'YPHOCT
1
3a 6e30IacHOCT HA Y49€HHIMTE B KOMIIIOTHPHATA MPp€XKa B YUYHTHIIETO 1 B HHTEPHET

IesnTe Ha HacTosimpure IpaBnaa ca xa ce:

TapatThpa [paBOTO Ha yYCHALMTE Ha JOCTBII O NOAXOIsIa HHPOPMALHS X MATEPHATIH B MPEXKATa;
OCBIIECTBH IIPEBCHLMA M CHHTE3WPA HA €IHO MSCTO HH()OPMAIHATA 332 ONACHOCTHTE B HUHTEPHET;
HPCIOCTABAT KOHKPETHH HACOKH 32 3aKpHJa HAa YYCHHKA U Oe30I1aCHO MOBEIECHHE B KOMIIOThpPHATA
Mpexa BbB Bropo CV ,,Hukoua 1. Banmapos® u B unTEpHET;

MOJ00pH KOOPJMHAIMATA i OTTOBOPHOCTHTE HA YIACTHHITHTE H/HITH BCHYUKH 3aUHTEPECOBAHH CTPAHH.

OcHoBHMTE NpHHUMNH 32 paGoTa B KOMIIIOTbpHAaTa Mpexa BB Bropo CV ,,Huxkona U.
Banmapos® u B uHTEpHET ca:

1. PaBeH m0oCThI HA BCHYKH YYECHHUIIH;

2. 3ammra Ha Yy4YEHHIHTE OT BPCIHO MJIM HE3aKOHHO ChIbpXaHHEe M HHPOPMAIHS KaTo:
CaMOHapaHsiBaHE, THPrOBUsA C HAapKOTHIIM, Xa3apT, [pONaraHInpaHe Ha BPEIHHM M OIIACHHU HABUIU H
ACHUCTBHS KaTO aHOPEKCHs, OYIMMHuS, NOpHOrpadus, TojepupaHe Ha pasiTuYHE (BOPMH Ha Hacuime,
IIDOTIOBSIBAHE HA TEPOPH3BM, ETHUYECKA U PETUTHO3HA HETOJIEPAaHTHOCT, CaMOyOHHCTBO U Ap.;

3. 3aunTaHe W 3aIMTA HATHYHATA HEIIPUKOCHOBEHOCT;

4. IloaroToBKa U KOHTPON HA YYEHUIUTE 32 GE30MIACHO U OTTOBOPHO IIOBEJICHUE OHJIANH;

5. CbTpyIHIYECTBO B JyX HA TOJEPAHTHOCT M J00POHAMEPEHOCT MEXTY YUMITHINETO U
POUTENNTE/HACTOMHHULIUTE.

KommniorspHara Mpeska B yuammimeTo ce n3moissa s y4eOHHUTE YacoBe caMo 3a 06pa3oBaTeHu
uemu. Istiata Mpesxa o6XBala KOMIIOTpHTE, CBBP3aHH € KaOCIHN W/WJTH 6€3)KUYHI BPB3KH, CHTYHPAHH
B KOMITIOTBPHUTE KaOUHETH, 000pYIBAHH KJIACHH CTaH W aIMUHHUCTPATUBHUTE IIOMELICHUS HA
YIUIAIICTO, KaKTO U YCTPOHCTBaTa (MEePCOHAIHN CMapT(OHH, JIANTONH 1 TabIeTH) ¢ GE3)KMYEH JOCThII
JIO MUHTEPHET.

Y4enuuure umar npaso Ha:

1. PaBen noctein 10 Mpexara Ha Btopo CV, ¢ uskmouenue na KOMITIOTPUTE B a/IMUHUCTPATHBHUTE
IIOMEIIEHHS.

2. Pabora ¢ ycrpoiicTBara (koMmIOTpH, NanTON! ¥ TabIeTH) B Mpexara C IMoJIKpernara Ha yJuTeJ.
3.006y4enne 3a 6€30I1aCHO U OTTOBOPHO [OBE/ICHHE B Mpexara Ha 00pa3oBaTeTHaTa HHCTUTYIHS

U B UHTEPHET.

4. Undopmauus 3a npaBuiara 3a pabora B Mpexara.

5. Curypna nudposa cpena B yummmero.

6. Ilos3Bane Ha MOGHIIHHTE CH yCTPOHCTBA H3BHH y4eOHus poriec (ITOYMBKATA U MEX/TydacHsTa), a IpH
H3PHYHO yKa3aHUE Ha YIUTEN — M B YIEOHHUS Yac 3a LEINUTe Ha y4eOHHS IpoLec.

1 Tesn TIpaBuIIa ca ananTupany 3a AeiiHocTra Ha Bropo CY, kato ca OCHOBaHH M3ISIIO Ha IIpaBuara,
pa3paboTeHH u mpHeTd OT JIbpKaBHATA areHIMs 3a 3aKpHlla Ha JIETE€TO, B IAPTHHOPCTBOC I J1aBHA
nupeknus ,,bopba ¢ OpraHusMpaHaTa NMpecTsIHOCT, HalnmoHaldeH meHThp 3a Ge3omacen HUHTEPHET,
MunncTeperBo Ha 06pasoBanueTo u Haykara.



Yacr 1. OrroBopuocTu Ha ppkoBoAcTBOTO Ha Bropo CY ,,Huxona M. Bannapos“ u Ha
yuHuTeauTe, padoTemu ¢ HHPOpManHOHHO-KOMYHHKaNHOHHH TexHooruun (MKT)

JAMpeKkTopbT Ha YUYUIIUIIETO:

1. Opranu3upa JeHHOCTTa MO M3NBJIHEHUETO HAa TE3W INpaBHJia M OCHIypsiBa JOCTBII 10
KOMITIOThPHATAa Mpexka, eeKTUBEH M MOCTOSIHEH KOHTPOJI, IIJIAHUPAHETO Ha MEPKM IO OpraHu3alusTa
3a Ccra3BaHe Ha MpaBuWJiaTa 3a paboTara Ha YYEHUIUTE B MpeXKaTa M 3allluTa OT BPEJIHO MJIM HE3aKOHHO
ChAbpKAHNE B UHTEPHET.

2. OcurypsiBa Ipy TeXHUUYECKa Bb3MOXKHOCT IpOCie/isBaHe Ha TpadukKa, OChIIECTBIBAH Ype3
MpexaTa Ha oOpa3oBaTeHaTa HHCTUTYLHS.

3. Ilpu KOHCTaTMpaHe Ha clIydyad Ha KUOEPTOPMO3, HE3aKOHHO CHAbP)KAHUE M IIOBEICHHUE B
Mperkata Ha oOpa3oBaTeslHaTa WHCTHTYIMS W/WIM B MHTEPHET yBEJOMsBa He3a0aBHO KOMIIETEHTHHUTE
opranu — Jlupexius ,,CorpaiiHo moAnoMarane mo MectornpeOuBaBaHe Ha y4eHUKa U [ 1aBHa aupexuus
,,bopba ¢ opraHu3upaHaTa NMpeCcThITHOCT", CleHaTIU3upaHusT otaen ,,Kubepnpecrennoct* na MBP. B
TE3W CJIydal OKa3Ba HYXHOTO CBJEHCTBME Ha KOMIETEHTHUTE OpraHM C e YCTaHOBSBAaHE Ha
U3BBPUIMTEIATE M MpeAnpueMa MepKd 3a TNPOTUBOJAEHCTBHE M IIpEMaxBaHE Ha ChOTBETHOTO
ChIbp)KaHHEe OT MpexaTa Ha oOpa3oBaresiHaTa MHCTUTYnMs. Moxe Ja IojyyaBa M KOHCYJITaHTCKa
nomoi oT Hanmonanuus neHTsp 3a 6e30maceH UHTEPHET.

4. OpraHu3upa B HA4aJIOTO Ha BCsika yyeOHa roJiuHa 3al103HaBaHe Ha YYEHUIUTE U
POMMTEINTE/HACTOMHULIUTE C MpaBuUiaTa 3a Oe3onacHa paboTa B Mpexara.

5. OcurypsiBa OTTOBOPHO JIUIIE (CIYXKHUTEN WIKA HAaeT BHHIIEH CIELUAINCT), KOETO J1a U3I'bJIHABA
(yHKIMUTE HA CUCTEMEH aJMUHUCTPATOP.

YyuTeJHTE U yYUTeJIuTe, padoremu ¢ HHPOPMANHOHHO-KOMYHHKAUMOHHH TEXHOJIOTHH
(UKT) ca pabixHm ga:

1. Pa3sicusiBat npaBusiaTta 3a 6€301macHO U OTTOBOPHO MOBEJEHUE U paboTa B MpexaTa Ha
YUWJIALIETO ¥ B UHTEPHET.

2. OchlecTBsBAT MOCTOSTHHO HAOJIOICGHUE U KOHTPOJI BbpXY paboTara Ha yYEHULIUTE B MpeKaTa
Ha YYMUJIUILIETO B yUeOHO BpeMe.

3. Ilpennpuemat He3abaBHU MEPKHM 3a MPEYCTAHOBSIBAHE HA JIOCThIIA HA YYEHUIIUTE JI0
HE3aKOHHO U BPEJHO ChABbPKAHUE B MpeEKaTa.

4.YBenoMsiBaT He3abaBHO JUPEKTOpa Ha YUMIIMILETO IPU HapylllaBaHe Ha IpaBuiiaTa, Cjay4aud Ha
KHOEpTOPMO3 WM IIPU YCTAaHOBSIBAHE HAa HE3aKOHHO M BPEAHO ChIbPXKAHHWE UM IIOBEICHUE B MpEKaTa.

5.0Oka3Bar  moaxpemna HA  Y4YEHMIM  — obexkT  Ha kubepropmo3,  upe3
I'bPBOHAYAJIHA ICUXOJIOTHYECKA OJIKpena OT YUUJIUIIHHUS [1€1arOrH4eCKy ChBETHUK HIIH Ype3 Pa3roBOp
OT CTpaHa Ha YUUTell 3a CHU)KaBaHe Ha HAIPE)XKEHUETO y YUECHHUKA.

6. CurHanusupar npu  HeoOxomumoct  Jlupekuus — ,,CommanHo  moAmomaraHe® mo
MECTO)KMBEEHE Ha YYE€HUKa C 11eJ1 OLIEHSBaHE Ha HY)KJIaTa OT HACOYBaHE KbM COLIMAJIHH YCIYTH 3a
OKa3BaHE Ha MocJie/iBalla NoAKpena.

CHCcTeMHHAT AAMHHHCTPATOP:

1. OcurypsiBa o6uiara 6e30nacHOCT U QYHKLIIMOHAJIHOCT Ha MpeXKara.

2. Ilpepnara W mpujiara MepKH, OrpaHMYaBalld JOCThIIA HAa YUYEHHUIIUTE [0 BPEIAHO WM
HE3aKOHHO ChJbP)KaHHE U MOBEJICHUE BUHTEPHET B CHOTBETCTBUE C JCHCTBAIIOTO 3aKOHOJATEJICTBO HA
Penybnuka bwirapus.

3. V3BbpiBa NEpUOIUYEH IpErJie]] Ha KOMIIIOThpHATa MpeXa Ha YYHIIMILETO 3a HAJIMYUE Ha
Bb3MOXXHHU 3alljJlaxy U pPUCKOBE 3a CUT'YPHOCTTA Ha YyYCHUIIUTC IIPpU pa60Ta B MHTCPHCT.

4. Crnenu Tpaduka, OCHIIECTBABAH Ype3 KOMIIOThPHATA MPEXa Ha yUUIIMIIETO.

5. IlpennpuemMa He3abaBHU MEPKM 3a NPEYCTAHOBSABAHE HA JOCTHIIA HA YYEHULIUTE 10
HEe3aKOHHO ¥ BPEJHO ChIbpXKaHHE B MpexaTa.

6.YBenoMsiBa He3a0aBHO JUPEKTOPA Ha YUUJIMILETO IIPH CIy4ad Ha KHOEpTOpPMO3, HapylllaBaHe
Ha MpaBUJiaTa Wi IPU yCTAaHOBSIBAHE HA HE3aKOHHO ChIbPXKaHHWE MUJIHM ITOBEJICHUE B MpeXKara.

7. CpaeiicTBa 3a ycTaHOBSIBAaHE HA N3BLPIIUTENIN HAa KHOEPTOPMO3 U IIpUJIara MEpKH 3a
orpaHMYaBaHe Ha TaKWBa CJIyyau.



Yacr II. IlpaBa 1 0TroBOPHOCTH HA POAHTEIHTE

Poantennre numar npaso na:

1. IomyyaBat nndopmanus 3a pucKOBETE M 3amaxuTe 3a 6€30MaCHOCTTA HA TeXHHTE Jela
npu paboTa B UHTEPHET B YYMIIUIIETO U BKBIIH.

2. Bbaar cBoeBpeMeHHO MH(OPMHPAHM, aKO AETETO WM € OOEKT Ha knbepropmo3 B
YYHJIAIIETO.

3. YuactBar CHbBMECTHO ¢ PBKOBOACTBOTO Ha Bropo CVY ,Hukona M. Bannapos® mpu
Pa3pellaBaHe Ha BCCKM KOHKPETEH IPo0ieM, CBbP3aH ¢ HapyllaBaHe Ha IIPaBUJIaTa OT CTPaHa Ha
TEXHUTE Jena.

4. V4acTBaT ChC CBOM TNPEIJIOKEHHS B ONpENENSHETO HA NpaBUiaTa U MEpKUTE 3a
0e30MacHO U3MOI3BAHE HA HHTEPHET BYUHIIHILETO.

5. Iony4at uadopmarms 3a MHGOPMAIMOHHO-CHTHAIM3AIMOHHH I1aTOPMHU KaTo:
www.gdbop.bg;
www.ybercrime.bg;
www.spasidete.com;
www.safenet.bg;
www.facebook.com/bgcvbercrime.

PoaurennTe HOCAT OTTOBOPHOCT 1a:

1. TlomorHar Ha ieTeTo cu Ja M3rpajy yMeHus 3a OHNaiiH obIyBaHe 1 Ge30MacHo
U3I10J13BaHEe HAa UHTEPHET.

2. OcbILIeCTBSIBAT IOCTOSIHEH KOHTPOJI 3@ CUIYPHOCTTA Ha IETETO CH B HHTEPHET.

3. IlposiBsiBaT MHTepec KbM aKTUBHOCTTA HA JETETO CH B MpEXaTa, BKIIOUHTENHO U
CB3/JIaBAHETO Ha NIPOQUIM B COLMATHN MPEKH M PETHCTPALIMK B CAHTOBE X MOGHIIHU TIPUIIONKEHHS,
KaKTO W J1a pa3sCHAT MOCNEACTBUATA OT Ch3/IaBAHETO M/UJIM PA3IPOCTPAHEHUETO HA ONpPEENICHO
ChIbpXKaHUE.

4. Ilpn ycraHOBsiBaHe, Ye JIETETO MM € JKEPTBAa Ha KHOEPTOPMO3, []a CHTHANM3MPAT Ha
oraen ,,Kubepnpecrbnnoct™ kbM I'naBHa Jlupekuus ,,bop6a ¢ opraHM3MpaHaTa NpeCTHIHOCT
(http://www.cvbercrime.bg/bg), nnu Llentbpa 3a Ge30naceH HHTEpHET (https://www.safenet.bg/),
KakTO ¥ MoraT Ja MoTepcAT cbiaedcTBUe 0T Jlupekums ,,ConpanHo moamoMarase® Io
MECTOXXKMBECHE Ha y4EHHKa C 1leJ] OKa3BaHEe Ha IICUXOJIOTHYecka nojkpena. B To3u ciyyail Tps6Ba
J1a yBEZIOMST (B yCTHA MM THCMeHa HopMa) U JUPEKTOPa Ha YYMIIUILETO.

5. CbXpaHsBAaT 3/paBETO Ha NETETO, KAaTO MPOCIEsBAT BPEMETO 3a M3IOJN3BaHE HA
HUHTEPHET.

6. YBEIOMAT IUPEKTOpa Ha yYHJIUIIETO, KOTATO UM CTAHE M3BECTHO, Y€ JETETO MM € 00eKT
Ha TOPMO3 OT APYro JIETE, ¢ KOETO Ca ChyYEHUIIH.

Yacr I1I. O6mm npasnia 3a Ge3omacHo o6LyBaHe B HHTEPHET 32 YYEHHIHTE
(amanTHpaHu 32 TAX)

Karo y4eHux cbM AIbikeH Ja cria3sBaM cJIeIHHTE NpaBHiaa (AKO ce 3aTPYyIHSBaM B
TAXHOTO pa3dHpaHe, MOra Jia ojiy4a IIOJKpena OT POAMTEN UK OT YYHTEI, 3a a8 MU ObaT
00siICHEeHH.):

1. He naBam 1uyHa nHQOpMaius: ume, apec, mapoiia OT eJIeKTPOHHA TOIIa, PO B
ColurajHa Mpexa, JINYeH Tejle(OHEeH HOMED, YUHITHILIETO, B KOETO yya.

2. He naBam undopmanus 3a MectopaboTata WM JIMYEH U CiyxeOeH TesneOHEeH HOMED
Ha POJMTENINTE, HACTOMHUIUTE, OIN3KUTE, IPUSITEIIUTE, ChYYEHUIIUTE U TIO3HATUTE CU 0€3 TAXHO
paspeleHue.

3. He u3npamam 1 He KauBaM OHJIAliH CBOM CHUMKH ¥ BHjiea, 6e3 Ipe/u ToBa J1a e



00CBIICHO U B3€TO PELICHUE C POJAUTEIIUTE MU.

4. He wsmpamam M He KayBaM OHJIAH CHUMKHM ¥ BHJ€a Ha NPHUATENH, ChbYYEHMIIH,
POJHUHH, YYUTENH, OJIU3KHM, TIO3HATH U Jp., 6€3 npeau ToBa Ja € 00ChIEHO ¢ TAX, a B CIydauTe,
KOrato ce Kacae 3a MOHM IpHUATENM, ChYYEHHWIM, Ja € CBIVIACYBaHO OT TAXHA CTpaHAa M C
POOUTEITUTE UM.

5.He oTroBapsM 1 He oTBapsM NpHKayeHN (ailloBe Ha eJTeKTPOHHA MOIA, TOJydeHa OT
HenosHat nojatei. Ts Moxe Ja chIbpiKa BUPYC WM JIpyra 3JI0BpelHa Nporpama, KOsSTo Ja
yBPEIM KOMITIOThpa/Tenedona/rabieTa UM a ro HalpaBy YA3BUM 33 BHHIIEH JOCTBII.

6. Ille ce mochrBeTBaM C POJUTENMTE CH/YYHUTEN, NPEAU Jia CBAJISA MM MHCTAIMpaM HOBa
nporpama/mpuiokKeHne Ha KOMITIOTBD, TesiedoH, TabyieT, KaKTO ¥ He IpaBs HUILO, KOETO MOXE J1a
YBpEIH KOMIIIOThPA UJIM Ype3 Aa/€HO JACHCTBHE J1a C€ pa3KpHUsT JaHHH 3a MEH U CEMEWCTBOTO MH.

7. Hemara, KOMTO IpaBsg B MHTEPHET, He TpsOBa Ja BpeIsAT Ha JPYrd Xopa WM Ja
IIPOTUBOPEYAT HAa YCTAHOBEHUTE MpaBuJIa (4acT OT TAX ca ypeJAeHHU B 3aKOHH).

8. M3BecTHO MM €, 4ye e 3a0paHeHo Jla ce U3I0JI3Ba 9YXKA0 NOTpeOUTEICKO UMe, Taposia U
€JIEKTPOHHA MOLIA.

9. He numa u He kauBaM HMIO, KOETO MOJXE Ja € OOMJIHO MM YHU3UTEJIHO 3a MEH WX 32
JIPyTHU XOpa.

10. He3abaBHo undopmupam Bb3pacTeH (POAMTEN, YUUTEN, AUPEKTOP), KOTAaTO MOMaJHA
Ha MaTepuany, KOUTO M€ Kapar Ja ce YyBCTBaM HEyJ0OHO WM Ha MaTe€pHaayl ¢ BPEIHO WIIU
HE3aKOHHO CBABPIKaHUE, KOeTO MOXke Ja Obae mopHorpadus, NpONOBSABaHE HAa HACWIME U
TEpPOPU3bM, ETHUUECKA 1 PEJIUTHO3HA HETOJEPAHTHOCT, ThPrOBHS C HAPKOTHUIIH, Xa3apT U Jp.

11. He otroBapsiM Ha cbOOILIEHUS], KOUTO ca OOUIHM, 3aIlJIAITUTETHN, HEIPUIINYHHU WK Me
Kapar Jia ce 4yBCTBaM Heyq00HO. lHpopMupaM poauTenuTe cu/ KJIaCHUS PbKOBOAUTEN, YUUTEN,
JUPEKTOP 3a TaKMBA CHOOIIEHMUS.

12. Ako HsKO# Me 00WXIa WM TOPMO3U OHJIAiH, He OTroBapsM. Jloknaasam ro Ha
OTrOBOPEH BB3paCTeH (pOJAUTEN, y4yuTes, AUpEeKTop). Mora M caM Ja JOKJIaZBaM, KaTo I10JaM
CUTHAJI Ha CaMUsl CaliT WJIM Ha IOCOYEHUTE aJIpeCH:

*www.gdbop.bg;

swww.cvbercrime.bg;

*www.spasidete.com;

www.facebook.com/bgcvbercrime;

*www.safenet.bg

u ro Onokupam. JloOpe e na HampaBs BeJHara €KpaHHa CHHMKa (CKpPUMHIIOT) Ha
CBHOTBETHHUS Pa3roBOP WM ChABP)KAHUE KATO €JIEKTPOHHO JI0KA3aTEeJICTBO, KOETO IpelaBaM Ha
OTrOBOPEH Bb3pacTeH (POAUTEN, YUUTEN, JUPEKTOP).

13. BaumaBam, korato pasroBapsiM B 4aT. [TomHst mpaBmio Ne 1: ue xopaTta OHJIaliH He
BUHATM Ca Te3W, 32 KOUTO Ce MPEJCTaBAT U MOraT Jia ThPCIT ompezeieHa UHopMalus, ¢ KOsSTO
J1a 37I0yTIOTPeOsT ¢ MeH Wi ¢ Ipyrute xopa. [Ipasuio Ne 2 e, ue He npaBsi HUILLO HA APYT YOBEK B
MpexaTa, KOeTO HE UCKaM Jia MU Ce CITyYd M Ha MEH.

14. Axo ce ciyuu fa nornajgHa Ha nHGOpMalus WM APyro CbIbpikaHnue B Mpexara, KoeTo
HE MU XapecBa WJIM M€ IUIAlIM 0 HAKaKbB HA4YMH, MOTa Jia I0JlaM CUTHajl Ha JE€HOHOLIHATa U
6e3maTHa Haumonannata tenedonHa nuHus 3a gena 116 111, va oraen ,,Kubepnpecrsnnoct™ Ha
I'IBOIT  (http://www.cybercrime.bg/bg), Ha IlenTbpa 3a Oe3omaceH MHTEpHET Ha ajpec:
www.safenet.bg, unu Ha Texuus tenedon 124 123, unu npe3 yat-mMoaysia Ha www.safenet.bg .

15. He TpsiGBa na mpremam Cpellu ¢ JIMIA, ¢ KOUTO ChM Ce 3alo3Hajl/a B MHTEPHET, OCBEH
ciel chrilacueTo Ha poautenute M. [IoMHs, ye Xxopara, ¢ KOMTO C€ 3al03HaBaM OHJIAMH, He
BUHArd ca Te€3W, 32 KOMTO ce npeacTaBsaT. OnuTBaM ce BMHATU Ja IPOBEpsBaM Jajld YOBEKBHT
oTCpela HAaUCTHHA € TO3H, 3a KOroTO ce MpEeJCTaBs, Ype3 MpoBepKa IO MMe, UMEeilsl, CHUMKa U
KOHTpOJIEH BBIPOC, Ha KOHTO Ou TpsOBajsio a 3Hae OTroBOpa, ako € HaucThuHa To3u. llpu
CbMHEHHE MOXeE Ja MoJIaM CUTHaJI WJIM Jia TIOThPCS ChBET Mpe3 caiita Ha L{eHThpa 3a Ge3omnaceH



uHTEepHET www.safenet.bg.

16. MsmonsBaMm HacTpoiikure 3a 0€30macHOCT ¥ 3alMTaTa Ha JIMYHHMTE JAHHM Ha
COIMAJIHUTE MPEXKU, MOOUITHUTE NPUIIOKEHUS B Opay3bpuTe.

17. WsnomsBam ¢Qynkuusta 3a OeszomacHo chpdupane. He mocemasam caiitoBe B
MHTEPHET, KOUTO Ca ChC ChbpiKaHKe, HETMOAXOISAIIO 3a IeTCKa ay IUTOPHUS.

18. U3non3Bam TpyaHM (ABJITH, C TJIaBHU U MaJIKK OYKBH, IM(PH U CMIEIHATHN 3HAIN) U
Pa3IMYHU 3a BCEKU CalT MapoJIu.

19. M3non3BaM aHTUBHpYCHA IpOrpaMa, KOSTO Clie/iBa PEIOBHO Jie ce 0OHOBSBA. 3a€IHO ¢
OTrOBOPHHUTE BB3PACTHHU (POAMTEN, YUUTEN, AUPEKTOP), TOATbPKAM MOCTIEHUTE aKTyaTu3upaHH
BEPCUH Ha BCUYKYU NPOTPaMU U TPHIIOKEHHSL.

20. Axo moJsi3BamM 0O0OIIM KOMIIOTPY, BUHAru NpoBepsBaM AAjld CbM HU3JS3bJI/U3JISA3IA OT
npo¢ua cu, ciel KaTto CBhpIIM Yaca. B ciaydaii, ye HaMmeps yCTpOiCTBO, Ha KOETO APYT YYEHHK €
paboTuil, HO He € 3aTBOpUII Npoduiia cu, BeHara e u3issa 0e3 1a nmperyiexam, IpOMEeHsIM WK
nobaBsiM MHGoOpManus B mpoduia my.

CXEMA 3A VBEJIOMSIBAHE B CJTYUYA HA KUBEPTOPMO3

® @
Jlere PouuvTen,
~___— HaCTOMHHK,
rnonevuTen, Apyr
rnonaraul rpuxH
3a OeTeTo
CucremeH
aJMUHHCTPATOP
(cny>xuren waun
BbHLIEH YuuTren, Bb3nuraren,
CreLHaJIHCT) PBKOBOAHTEN
| wnanpasnenue UKT,
JAUPEKTOPp,
rneaarorHyecky
CrieLHaJICT
v
v
JupexTop JAupexkuus
HauunoHanHa Ten. iMHusA 3a »CoumnanHo
neua 116 111 noanomarase”’

www.cybercrime.bg
www.safenet.bg
Ten. Ha LlenTnp 3a Ge3onaceH
uHTepHer 124 123

KPATBHK PEYHUK U JOIIBJIHUTEJIHA CHbBETH:

KAUBAHE U CIIOAEJISIHE HA CHUMKMU — CHUMKHM MM BHJEO Ha J€TE, YYEHHK,
POAMTEN, YUYMTEN, NUPEKTOp, TCHXOJOT, PECYpCeH YuHuTen, OJNM3KM, NPHUSTENIH, IMO3HATH HWIH
HENO3HATH JIMIa ca MyOJUYHO JOCTHITHU M300pakeHHsl B MHTEPHET, KOUTO MOTraT Jia ca KayeH!
OT POJUTENNTE WM JPYTU WIEHOBE HA CEMENUCTBOTO, IIPUATEINH, ChYYEHHIH U Ap. Te3u, xouro ca
' CI]OIICJ'II/IJ'IPI/Ka‘-II/IJII/I B I/lHTCpHCT, MOXXEC J1a uMaT U310 ,IlO6pl/I HaMCpCHHUA KbM HCFO/HCH. Ho
TaKOBa CBHAbPXKAHHE MOXE J@ HaKbpHABA JINYHOCTTA M JIOCTOMHCTBOTO Ha JIMIIETO.
[IpenopbUMTENIHO € 0 HUKAKbB MOBOJ []a HE Ce KayBaT CHUMKH Ha JIETE, 32 KOUTO UMa U Hai-
MAaJIKOTO ChMHEHME, Y€ MOTaT Jia My HaBpeIsT u 0e3 HeroBo cbriacue. CroJensHeTo Ha CHUMKH
€ YECTO CPEIIAHO SBJIEHHUE B COLMATHUTE MPEXKH, 3aTOBAa OCHOBHA MPENOPBKA € MOJ0OHH CHUMKH
Jla Ce CIIOJIENIAT CaMo € Xopara OT CITUChKA ¢ IPUSTEIN Ha YOBEKA, KOMTO MCKA Jla Kaud CHUMKArTa,
¥ Ol1le MO-00peE - caMo ¢ rpynara Ha Hail-OJM3KU NPUSTENIN OT PealHus XUBOT. BaxkHo e, korato



Ce CHUMa ChC CMapTQOH, J]a ce yBEepUTE, Y€ CHUMKHUTE HE Ce KAYBAaT aBTOMATUYHO B npoduna Ha
pOZUTENIS WM JIETETO B caiiToBe Karo MHcTarpam, Hanpumep. B npodunute cu B conmannure
MpeXH TpsOBa Ja CTe CHTYpHM, Y€ CTe HACTPOWJIM JOCTBNA 10 CHHMKHATE CH Taka, 4e ja ce
BIDKIAT caMo OT npustenure Bu. CpioTo ce oTHacs M 3a HACTPOMKATE Ha OGJAYHM YCIIYIH, B
KOUTO C€ ChAbPXKAT CHUMKH ¥ HHPOpMAaIHUsI.

OHJIAVH (KWMBEP) TOPMO3BT npeacrasispa U3M0I3BaHETO HA HWHTEPHET 3a HaHACSHE
Ha €MOLMOHAIHA Bpea BBPXY APYrH Xopa. TOpMO3BT B MHTEPHET MOXE [a MMa pa3InyHH
¢opmu. Toit Moxe 1a MUHABa Npe3 PasNpOCTPaHSBAHE HA [IOIUTPABATEIHA U OOUIHU CHUMKHU U
BU/ICOKIMIIOBE B CaliTOBE 3a CHOZENSHE HAa BHAEO ChAbpXaHWe kato Vbox7 u YouTube,
Ch3JlaBaHe Ha QammuuBh NMPOoGUIN ¢ OOMIHO ChABPIKAHHE B COLMAIHH Mpexu kKato Ask.fm,
®eiicOyk u MHCcTarpam, KakTo U B ChOOIIEHHS U M300paXKeHMs B NIPUIIOKEHNS 32 KOMYHUKALIUS
karo Ckain u Baii6bp, uin B usnpamaHeTo Ha OGMAHM CHOOINEHHS W KOMEHTapH, B CHIIUTE
caiiToBe U matopmu.

KPAXBATA HA TIPO®WII (xakHat mpodun) mpencTaBissa NIPUCBOSIBAHETO HA YYX]I
notpebuteNcku npopu B conmanHa Mpexa, miatdopma 3a oOmyBane (Hanpumep Deiicbyk),
CJICKTPOHHA MO WX ApYyr caiT. KpaxOara cTaBa BB3MOXHA Ype3 BIM3aHE ¢ IpaBHIIHATA
apoyia ¥ HelHaTa MOAMsIHA ¢ HOBA ¥ HEM3BECTHA 3@ YOBEKa, HA KOTOTO MPHHAIEKH IPOQUITBT.
Bb3mMoXHO € crien kpaxOara npouibT Ja ce HM3MON3BAa 0€3 3HAHMETO M CHIVIACHETO Ha
IIbPBOHAYAITHUS COOCTBEHMK. AKO Ha JIeTe MOJ 3aAbDKUTEIHATA 3a OBEYETO COLUATHH MpEXHU
BB3pacT OT 13 romunu (Ta3su BB3pacT € TakaBa, 3aI[OTO IIO-TOJISIMATA YacT OT HONYJISIPHU
COLIMAJTHA MPEXM Ca aMEPUKAHCKU M NpaBHjiaTa 3a MOJ3BaHE ca ChbOOpa3eHH ¢ aMEPUKAHCKOTO
3aKOHOJIATENICTBO) Ce Ch3aBa cobcTBeH mpodun BB PeiicOyk, MHOTO € BaXHO Npu M36opa Ha
BB3pACT Ja ce u3bepe noa 18 roguHu, Thil KaTO 3a HENBJIHOJETHATE HOTPEOUTENTN UMA BaKHHU
JOI'BJIHATEIIHY 3aLIUTH.

KPAXBATA HA JIMYHU JTAHHU e Buj KOMOIOTBPHO MPECTHILIEHHE, NPH KOETO Ce
npu00UBaT YyX/IM JMYHM JIaHHU ¢ Led (UHAHCOBA W3MaMma MM 3JI0yNoTpeba KaTo TerjeHe OT
0aHKOBa CMETKa, /M KaHIUJaTCTBAHE 32 KPEAUT OT Yy 10 uMe. Tash onacHOCT Mo MPUHIMUI He
3acdAra nmo-MajKuTe Jelad, KOUTO He NPUTEKABaT JIMYHU JOKYMEHTH, OAHKOBU CMETKM WJIH KapTH.
Ho npu TuiineikbpyTe HAZ 14-roqMIIHA B3pACT TO3M PUCK CTaBa aKTyalleH.

OUIIMHI ATAKUTE ca Haii-pa3snpoctpaHeHara ¢popma Ha IHTEpHET u3Mama M IHPOKO
U3I0JI3BaH MOXBAT OT KOMIIIOTHPHH NPECTHIIHUIM 3a MOJy4aBaHE Ha BakHA MH(popmanus. Tosa
NPECThIUICHHE Ce Hapuya ,,pumunre (,phishing — ,3apubsBane”, mpomsmusza ot fishing —
puboJI0B), 3aI0TO €JEKTPOHHUTE CHOOIIEHHUSI, KOMTO Ce pas3lpaliat, ca KaTo ,,BbIUIU* ¢ OCHOBHA
e ToJTyYaTeIuTe Ja ce ,,XBaHaT Ha TAX MOpagyl CBOSITA HEOMMTHOCT U HEOCBEJIOMEHOCT, KaTO
UM OTroBopsT. IIpy ¢uiMHra M3MaMHHMIMTE pa3Npamat eJeKTPOHHA MOMIa, KOSTO MPeTeHIupa,
4e MJIBa OT MOYTEHA KOMIIAHMs W C€ ONMMTBA Ja yOeau moJiyyaTelis Ja Jaje BakKHa JIMYHA WIIU
¢unancosa unpopmanus. EneKTpoHHOTO chOOIIEHHE OGMKHOBEHO MOJIM Ja C€ U3NPATAT JIMYHU
JlaHHW WM JIaHHM 332 GaHKOBA CMETKa B OTTOBOP WJIM Jia c€ BbBEJAT Ha yebcalT, KbM KOWTO MMa
Bpb3Ka. Te3u 1aHHM ca HanpuMep NOTPEOUTEINICKN NMEHa, ITapOoJId ¥ HOMEpa Ha KPEJUTHU KapTH.

3AIIIMTA HA KOMITIOTBPHUTE MPEXHU OT OITACHA EJIEKTPOHHA I1OIIA

1. He TpsibBa na ce mposBsABa MHMIMATHBA 3a IOJyYaBaHe Ha MMEMJ MMCMA, MHTEPHET
CTpaHHIM, KOUTO Ipe/ularar 6e3MaaTHU WM IJIaTeHH YCIYTH U CTOKH, YeCTO Mpeularaly Ja BH
M3IPATAT IPOMOLIKHY 110 e-mail. OTKaxxeTe TakaBa yciyra.

2. Vimein aipechT ce crojens camo IpH Hyxzaa. Korato ce mpeiasa 1mo eIdH WM ApYT
NIOBOJI, C€ BHMMaBa 3a CJIEHHUTE JIBE€ HEllla: IbPBO JaJli OPraHU3alUsaTa M YOBEKHT, KOUTO IO



NOJIy4aBarT, 1lle B M3MIpaTH HeXeJlaH UMENJI; BTOpO, MOXKe JIM Jla ce pa3uuTa, 4e UMeils aapechT
HsIMa J1a ObJie Ja/ieH Ha TPETO JIMLE.

3. He ce otBapsaT uMeiinuTe B HexenaHa moma. Hukora He oTBapsiiTe NpuKayeHU
¢aiinoBe B chOOIIEHMS OT HEMO3HAT M3Mpamad. AKO HeNo3HaBaTe MUMeTo B moiyero ,,0T",
HeOoTBapsiiTe npuKadeHus ¢ain.

4. Axo ce TOJNyYd HEOYaKBAHO CHOOIIEHWE ChC CTpaHEH MpHKauyeH (ailn oT mo3HaT
u3Mpamay, To Ou MOrJo Ja chAbpka BUpyCc. MHOTO 3J0BpEeIHU IIPOrpaMy Ce pa3lpOCTpaHsBaT
JI0 BCUYKY KOHTaKTH, KOUTO HAMEPAT B IOINATa Ha 3apa3eHusl KOMIIOTHP. TakuBa choOIEHHS
4ecTo MMaT CTpaHHAa TeMa WM UMe Ha npukadeHus (aiin. YecTo ToBa € MIETOBUTO CHOOILICHME,
HachpyaBallo IoJyyaTelis Aa BUAM KapTHHKA WK Jla IpoYeTe NIpUKaueH TeKCToBH (aityn. Bunaru
M3UCKBAlTe MOTBBPXKAECHUE OT U3Ipalaya, Npeay a OTBOPUTE CHOOIIEHNE UM NTPUKadeH (aiin
OT TaKbB BUJ.

5. IlpoBepsiBa ce MBJIHOTO UMe Ha MpukadeHus Qaiin. CKpUTUTE pa3MIUpPEeHUs OT UMETO Ha
¢aiina morat nga 3abmyaaT Aa OTBOpHTE 3apa3eH mnpukadeH (aiin ot umeiina. Bunaru ce
IpoBepsiBa Jajdd HMMEHI MpHIOKEHUWETO TI0Ka3Ba IIBJIHOTO HMME Ha IpuKadeHus aii,
BKJIIOYMTENIHO pa3MIUpeHneTo. Bupycu u yepBew Morar ja ce ChAbpXaT BbB (hailJioBe, KOUTO
M3INIeXK/IAaT KaTo KapTHHKH, HampuMmep ¢ pasmupeHue .jpg. Ho e Bb3MOXHO Ja MMaT CKPHUTO
pa3IupeHue, KaTo .exe Win .vbs kbM UMeTo Ha (aiina, KoeTo 03HauaBa, ye MpUKaYeHUT (aiil He
€ KapTHHKa, a Iporpama, KOosITo I1e ce CTapTHpa, IIOM ce OTBOPH NpUKayeHUs (aii.

6. BunmaBa ce ¢ ¢anmuBuTe NpeaynpexaeHus 3a Bupycu. QanmuBuTte npeaynpexacHus
3a BUpPYCH Ca M3BECTHM Karo ,hoaxes“. ToBa e ¢ammuBo choOulieHHe, KOETO NOABEXIa
norpeburtenure Ja BApBaT, Y€ ca MOIYYWJIM BUPYC M TI'M HachpyaBa Ja MpENpaTsT
NPEeNyNPEKIEHUETO HAa BCEKHU, KOTOTO MTO3HABAT.

7. He oTBapsiiiTe uMeiin, cpabpokall HexxenaHa pekiaama. Toii Moxke Ja ObJe U3M0a3BaH 3a
IIpeHacsiHe Ha BUpycH U uepBed. OT choOpaxkeHHs 3a CUTYpHOCT OM TpsOBano na W3TpuUBaTe
BCUYKH pEKJIAMHU CHOOIEHNUs OT HENO3HAT U3Ipalay BeJHara, 6e3 a ru oTBapsre.

8. He ce wum3mon3Ba camMo enHa TOIIEHCKa KyTHs 3a Bcuuko. Cnenuanucture IO
KUOEPCUTYPHOCT IPEnopbhYBaT Ja C€ OTKPUBAT HSKOJKO pa3jJM4HM IOIUM M Ja C€ pas3leisaT Io
npeaHa3HauYEHUeE.

9. I36srBaiiTe chIO Taka Ja Mpernpaliare NucMa Mex,1y HSIKOJIKO Ballly MOMIEHCKH KyTHH.

10. He e mpenopbuuTeNHO Ja ce Mpenpamar nucma 0 HAKOJIKO YOBEKa €JHOBPEMEHHO.
Oco0eHO TakuBa, OT THIIA — ,,JIpETIpaTeTe I'o 10 7 YOBEeKa U ILIE BU C€ CIy4YHd HElo XybaBo* min
,,JIOMOTHETE Ha OOJTHOTO MU JieTe, KaTO NPEeNnpaTuTe TOBa MUCMO Ha MHOTO XOpa, €1 KO CH 11e
MU Jaje 3a BCeku 3 uMeina 5 ueHta“, Hanpumep. Te3w mucMma ce pasnpocTpaHsBaT C LEI
chOMpaHe Ha IEHCTBUTEIHU UMEIT aipecH, Thil KaTo MpH Mpernpaiiase, KbM IUCMOTO ce 00aBsAT
aBTOMAaTUYHO M aJpecUTe Ha NpeaHuTe noiaydarenad. Cies HAKOJIKO Npenpaiianus, B €1HO TaKoBa
NUCMO ce chOMpaT HSAKOJIKO CTOTULIM pEeaJlHd MMEMI agpeca, KOUTO CJIeJl TOBa Ce MpoJaBaT Ha
¢bupmu 3a cram.

12. Ako Bce mak mckare Ja MpenpaTtuTe HIKaKbB TEKCT WM MH(OpManus, KOSATO CTe
NIOJTy4YMJIM, KONUpaiiTe TeKcTa M ro u3nparere KaTo HOBO nucMo. He mpenpamaiite npeaHoro,
BBIIPEKU Y€ € IPUMaMIIMBO 0-JIecHO. Taka Ie npeana3uTe NpUusaTeNIuTe CH OT ObJEl] cliam.

13. Ako mopaau HsKaKkBa NpPUYMHA ABPKUTE Ja IpPENpaTUTe OPUTMHAIHOTO ITHCMO,
cnoxere anpeca B BCC (BlindCarbonCopy) Bmecto B CC. Taka HUKOM OT IOJIyyaTeJIuTe HIMa Ja
BUAM aJpecuTe Ha Jpyrute mnosydyatenu. [IpmumHara na ro M3moni3BaTe He € Ja CKpUere
nojyyaTteauTe €IMH OT JApYyr, a Ja I'M IpeAnasuTe, B Ciydail 4e ajpecHaTa KHUIa WU
eJIeKTPOHHATA IOI[a Ha HAKOW OT TAX CTaHe JIOCTBIIHA Ha craM-00T (Hampumep Mopaau BUpycHa
MH(EKIUs Ha KOMOIOThpa MY).

14. TlewanGa ot noTapus: He cTe credyenauad. CnaMbpuTe H3MOJA3BAT Hal-pa3IMuHU
NpUMaMJIMBM 3arjaBMsi Ha MHCMaTa, 3a Ja HakapaT NoJy4aTeias Ja TI'M OTBOpPU. MHoOro
noTpeOduTeNIM HAUCTUHA OTBapsAT MOoAOOHM mnucma. Jlopu cien OTBapsiHETO BeaHara Ja Io



U3TpUETe, CAaMOTO OTBAapsiHE HAa MUCMOTO OM MOTJIO J1a MOTBBP/AY, Y€ aJPECHT € PeajleH U BUE CTe
r'0 IOJIY4HJIN.

15. OrnucBane oT OrOJIETHH, 3a KOMTO HEe NMOMHUTE J1a CTe ce 3anucBai. YecTo cpeaH
METOJI, M3MOJI3BaH OT CIaMbpPHUTE 3a HaMHMpaHE Ha aKTUBHUTE IOLIEHCKM ajpecu. Msmnpama ce
OI0JIETMH C JIMHK 3a OTHmHCBaHe (yX) OT mojy4aBaHeTo My. OTHUCBalK¥ ce, BCHIIHOCT
noTpeOUTENSIT MOTBBPXKAABA, Y€ M3IMO0JI3Ba MOLIEHCKATa KyTHs, ¢ KOETO BeJHara BJiM3a B CIlaM
nuctute. BMecTo na ce otnucpare, 6Ji0kupaiTe MoJy4yaBaHETO Ha MMCMa OT TO3M aJipec.

16. He oTBapsiiTe nucma, KouTo ca GUIIMHT aTaky. Hali-noOpHuaT HauuH J1a ce 3alUTUTe
OT (UIIMHT aTaku € KaTo HUKOra He OTBapsATe (PUIIMHI NUCMa, HO YEeCTO € TPYAHO Ja ce
pa3no3Hae Koe miucMo € GUImuHr aTaka. MokeTe J1a ' pa3lo3HaeTe 1o:

O6psuienuerto e ,,DearCustomer* unm ,,.DearUser*, a He BameTo ume.

B nucmoto nuie, 4e akayHTHT Bu 1ie Ob/1e IpeKkpaTeH B Cilydaii, 4e He OTBBPAUTE JAHHUTE CH
He3abaBHo. (Hackopo cnambpuTe nM3no3Baxa nogodeH noxsar korato Ckaiin ce cpuHa 3a 1 neH.
PasnpocTpanuxa choOLIeHMs], Ye CKalll e YUCTH HEAKTHBHM aKayHTH M Ce€ MCKalle J1a ce
pasnpatu cboOlIeHue Ha nmoHe 15 norpeburens, 3a Ja ce JOKaXxe akTUBHOCT).

VIMeiIbT MBa OT aKayHT, MPUIMYALI, HO HEe €HAKBB C TO3U, KOWTO M3I0I3Ba U3BECTHA (pupMa,
opraHu3aiys U ap. AKO He CT€ CUT'YPHHM Jalli MUCMOTO € (GUINMHI MM He, Hai-100pe € na He
OTBapsATe JIMHKOBE, KOUTO ca MyOJIMKyBaHM B HETro, a Jla HaNMIIEeTe HA pbKa ajpeca Ha caiita,
KOMTO BU € HEOOXOIUM.

AKO cTe MOJYyYWIM TaKoBa NUCMO, 3a IpeanoduTaHe € aa OjoKupare ajapeca, OT KOWTO €
usnpareHo. Korarto ro 6iokupare, Bue naBate ykazanus Ha MOMICHCKHUAT KIMEHT, Y€ TOBA € CIlaM
¥ He TpsOBa Jna ce mpuema. IloBeyeTo morpeduTeny obave NPOCTO M3TPUBAT CllaMa U TOH
IpoABb/DKaBa a UBa B KyTHUSATA.



